eMessage Management —

Simplified with the power
of eDiscovery
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MESSAGE ARCHIVING
& eDISCOVERY

Research shows that more than 70% of a typical company’s

intellectual property resides in e-mail and instant messages.

Manage Your E-mail. Protect Your Intellectual Property.

SafecoreMA

The industry’s most comprehensive, hosted message

management, archiving and eDiscovery solution

Safecore delivers secure, scalable, Digital Archives to capture, analyze,
archive and deliver the eRecords needed by our clients to effectively
operate their businesses, stay in compliance with regulations, reduce
legal eDiscovery costs and manage large message environments.

e SafecoreMA's integrated system allows
authorized users to search and review
both e-mail and IM histories from a single
interface.

e SafecoreMA acts as a secure, long-term
message communications repository,
with advanced cross-archive searching
and retrieval capabilities.

e SafecoreMA dramatically reduces the
ongoing cost of e-mail and instant
message storage.

¢ SafecoreMA is designed to meet any
eDiscovery request and provides true life-
cycle management of eRecords including
required “Legal Holds.”

e SafecoreMA's flexible design allows
clients to meet any retention times and
adjust by user groups.

¢ SafecoreMA moves email off our client’s
network and into their Digital Archive at
Safecore, increasing network resources

and alleviating network traffic.

e SafecoreMA adheres to our client’s
security and privacy policies including
3rd party audits. Safecore is a member
of Safe Harbor, demonstrating our
commitment to best practices for global
data privacy.

SafecoreMA Tool Box
SafecoreMA Archiving

e Automatically archives electronic
messages based on flexible policies and
advanced indexing

e Administrative search and retrieval can
be based on date, time, sender, receiver,
type, status, group, or indexed entities in
the header, body, or any attachment

¢ Ability to flexibly manage the retention
period of all messages and attachments



SafecoreMA eDiscovery

* Enables the investigation of the message
archives created by SafecoreMA

e Offers efficient, high-volume searching
and document production capabilities for
fast, easy, and user-friendly retrieving,
reviewing, and exporting of archived
messages

SafecoreMA Compliance

e Satisfies SEC Rule 17a-3, 17a-4 Archiving
Requirements, NASD Rule 3010(d), and
NYSE Rule 342

¢ Satisfies Sarbanes-Oxley Section 103(a),
Section 801(a), Section 104(a), Section
501(a), Section 105(b), and Section 301(4)

e Complies with HIPAA, Gramm-Leach-
Bliley, CFTC, CFR(ll), Federal Rules Civil
Procedure (FRCP) and more

e Uses 3,300+ SEC/NASD/NYSE “lexicons,”
pre-defined within the software, to
monitor key phrases and words that
violate regulations

e Offers advanced message surveillance
through natural language content analysis

¢ Provides the ability to customize client-
defined lexicons and policies

SafecoreMA Flexibility

¢ Flags and quarantines non-compliant
messages

SafecoreMA Mailbox Manager

¢ Offers individual mailbox owners access
and management of their mail without
burdening the enterprise mail system or
risking loss of critical business intelligence

Safecore Instant Messaging (IM)
Archiving

¢ Reliably logs all IM traffic across major
public, private, and enterprise IM
networks

¢ Provides custom keyword searching

¢ [ntegrates with corporate LDAP directory
information

¢ Automatically filters content and provides
flagged message notification

¢ Offers message annotation and
audit tracking to provide evidence of
compliance

Reporting
¢ Audit Reports on all activity

e Custom Reports using Business Objects

e System monitoring using SafecoreEYE

SafecoreMA is transparent to the user and supports many

content sets and platforms including:

e Microsoft Exchange

¢ Lotus Notes services

* GroupWise
e Sendmail

etc.
* Bloomberg

e Other popular e-mail

® E-mail attachments
¢ [M Services, Yahoo, MSN,




How It Works

SafecoreMA intercepts all inbound and outbound e-mails and instant messages as they
are communicated, and routes them to a dedicated or shared “Digital Archive” at Safecore
where they are retained for the company-defined archiving term which is typically between
three and seven years.

SafecoreMA provides accurate, comprehensive, and real-time archival access plus
sophisticated compliance review tools to identify and flag inappropriate message content.

SafecoreMA can process millions of messages and archive hundreds of gigabytes per day
with high availability, low-fault tolerance, and extreme resiliency.

SafecoreMA provides all regulatory documentation for compliance including:
e Third Party Letter of Undertaking
* SEC Notification

e SEC Representation Letter

¢ Audit Reports
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SafecoreMA Compliant

Storage Platform Features

e Compliant WORM (Write Once Read Many)
DiskTechnology (when required)

¢ Data Protection—Data cannot be deleted or
modified until expiration date

¢ Self Healing—Maintains multiple copies
of all data on separate servers within the
system

e Multi-site Replication
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PROFESSIONAL SERVICES

SafecorePRO’s comprehensive set of
services helps companies meet their
regulatory and eDiscovery objectives.

* Email policy and management strategy
e Compliance Support and Consulting
e | ife Cycle Management

¢ Data Conversion, Migration, and
Destruction

¢ Legal Discovery Services
- Staff of professionals to perform legal
eDiscovery work

Facts

e An estimated 84 Billion emails are sent
worldwide each day.

® 70% of intellectual property resides in e-
mails and instant messages.

e Over a billion in fines levied against firms
are for not storing critical information.

*The average corporate retention policy is
between 3 and 7 years.

Safecore Security

Safecore ensures the absolute security
and integrity of our customers’ business
information. Our comprehensive security
system includes:

¢ Firewalls

eVirtual Private Networking
e Data Encryption

e Security Audits

e SAS70 Datacenters

e Safe Harbor Privacy Policy
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VIRTUAL DATA ROOM

Virtual Data Room - A new way to
securely share information. Designed

to meet requirements of compliance

and eDiscovery activities, due diligence
management for Mergers & Acquisitions,
general due diligence, knowledgebase
management and secure document
management.
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MONITORING

SafecoreEYE provides monitoring and
control over a client’s archiving through
a view into the network and environment
where data is archived.

Technology Partner

CA (Computer Associates) is a global
leader in software solutions including
message management tools that deliver
a comprehensive solution to address the
growing challenges of today’s messaging
systems.

About Safecore, Inc.

Safecore is a technology enhanced service

provider that delivers Digital Archiving

www.safecore.com

solutions to companies for eDiscovery,

eRecords management, and secure and

PHONE 7812721140 FAX 7812721135

One Van de Graff Drive | Burlington, MA 01803 reliable data management and distribution.

“Fully Outsourced, Complaint and Secure”



